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IMPORTANT NOTICE 
NOTHING IN THIS WHITEPAPER CONSTITUTES LEGAL, FINANCIAL, BUSINESS OR 
TAX ADVICE AND YOU SHOULD CONSULT YOUR OWN LEGAL, FINANCIAL, TAX OR 
OTHER PROFESSIONAL ADVISER(S) BEFORE ENGAGING IN ANY ACTIVITY IN 
CONNECTION HEREWITH. NEITHER AAA FOUNDATION LTD. (THE FOUNDATION), 
ANY OF THE PROJECT TEAM MEMBERS WHO HAVE WORKED ON THE AAA 
PLATFORM (AS DEFINED HEREIN) OR PROJECT TO DEVELOP THE AAA PLATFORM 
IN ANY WAY WHATSOEVER (THE AAA TEAM), ANY DISTRIBUTOR/VENDOR OF AAA 
TOKEN (THE DISTRIBUTOR), NOR ANY SERVICE PROVIDER SHALL BE LIABLE FOR 
ANY KIND OF DIRECT OR INDIRECT DAMAGE OR LOSS WHATSOEVER WHICH YOU 
MAY SUFFER IN CONNECTION WITH ACCESSING THIS WHITEPAPER, THE WEBSITE 
AT HTTPS://AAA.CAPITAL/ (THE WEBSITE) OR ANY OTHER WEBSITES OR 
MATERIALS PUBLISHED BY THE FOUNDATION.


All contributions will be applied towards the Foundation's objects, including without 
limitation promoting the research, design and development of, and advocacy for an 
open data platform which would allow all organisation or individuals to fairly participate 
in data sharing and openness, without the endorsement of any central authority.


This Whitepaper is intended for general informational purposes only and does not 
constitute a prospectus, an offer document, an offer of securities, a solicitation for 
investment, or any offer to sell any product, item or asset (whether digital or otherwise). 
The information herein below may not be exhaustive and does not imply any elements 
of a contractual relationship. There is no assurance as to the accuracy or completeness 
of such information and no representation, warranty or undertaking is or purported to 
be provided as to the accuracy or completeness of such information. Where this 
Whitepaper includes information that has been obtained from third party sources, the 
Foundation and/or the AAA team have not independently verified the accuracy or 
completion of such information. Further, you acknowledge that circumstances may 
change and that this Whitepaper may become outdated as a result; and the Foundation 
is under no obligation to update or correct this document in connection therewith.


This Whitepaper does not constitute any offer by the Foundation, the Distributor or the 
AAA team to sell any AAA Token (as defined herein) nor shall it or any part of it nor the 
fact of its presentation form the basis of, or be relied upon in connection with, any 
contract or investment decision. Nothing contained in this Whitepaper is or may be 
relied upon as a promise, representation or undertaking as to the future performance of 
the AAA Platform. The agreement between the Distributor and you, in relation to any 
sale and purchase of AAA Token is to be governed by only the separate terms and 
conditions of such agreement.


By accessing this Whitepaper or any part thereof, you represent and warrant to the 
Foundation, its affiliates, and the AAA team as follows:


(a)	 in any decision to purchase any AAA Token, you have not relied on any 
statement set out in this Whitepaper;


(b)	 you will and shall at your own expense ensure compliance with all laws, 
regulatory requirements and restrictions applicable to you (as the case may be);


(c)	 you acknowledge, understand and agree that AAA Token may have no value, 
there is no guarantee or representation of value or liquidity for AAA Token, and 
AAA Token is not for speculative investment;


(d)	 none of the Foundation, its affiliates, and/or the AAA team members shall be 
responsible for or liable for the value of AAA Token, the transferability and/or 
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liquidity of AAA Token and/or the availability of any market for AAA Token 
through third parties or otherwise; and


(e)	 you acknowledge, understand and agree that you are not eligible to purchase 
any AAA Token if you are a citizen, national, resident (tax or otherwise), 
domiciliary and/or green card holder of a geographic area or country (i) where it 
is likely that the sale of AAA Token would be construed as the sale of a security 
(howsoever named) or investment product and/or (ii) in which access to or 
participation in the AAA Token token sale or the AAA Platform is prohibited by 
applicable law, decree, regulation, treaty, or administrative act, and/or (including 
without limitation the United States of America, Canada, New Zealand, People's 
Republic of China and the Republic of Korea).


The Foundation, the Distributor and the AAA team do not and do not purport to make, 
and hereby disclaims, all representations, warranties or undertaking to any entity or 
person (including without limitation warranties as to the accuracy, completeness, 
timeliness or reliability of the contents of this Whitepaper or any other materials 
published by the Foundation). To the maximum extent permitted by law, the 
Foundation, the Distributor, their related entities and service providers shall not be liable 
for any indirect, special, incidental, consequential or other losses of any kind, in tort, 
contract or otherwise (including, without limitation, any liability arising from default or 
negligence on the part of any of them, or any loss of revenue, income or profits, and 
loss of use or data) arising from the use of this Whitepaper or any other materials 
published, or its contents or otherwise arising in connection with the same. Prospective 
purchasers of AAA Token should carefully consider and evaluate all risks and 
uncertainties (including financial and legal risks and uncertainties) associated with the 
AAA Token token sale, the Foundation, the Distributor and the AAA team.


The information set out in this Whitepaper is for community discussion only and is not 
legally binding. The agreement for sale and purchase of AAA Token and/or continued 
holding of AAA Token shall be governed by a separate set of Terms and Conditions or 
Token Purchase Agreement (as the case may be) setting out the terms of such purchase 
and/or continued holding of AAA Token (the Terms and Conditions), which shall be 
separately provided to you or made available on the Website. In the event of any 
inconsistencies between the Terms and Conditions and this Whitepaper, the Terms and 
Conditions shall prevail.


No regulatory authority has examined or approved of any of the information set out in 
this Whitepaper. No such action has been or will be taken under the laws, regulatory 
requirements or rules of any jurisdiction. The publication, distribution or dissemination 
of this Whitepaper does not imply that the applicable laws, regulatory requirements or 
rules have been complied with.


This is only a conceptual whitepaper describing the future development goals for the 
AAA Platform to be developed. This Whitepaper may be amended or replaced from 
time to time. There are no obligations to update this Whitepaper or to provide recipients 
with access to any information beyond what is provided in this Whitepaper.


All statements contained in this Whitepaper, statements made in press releases or in 
any place accessible by the public and oral statements that may be made by the 
Foundation, the Distributor and/or the AAA team may constitute forward-looking 
statements (including statements regarding intent, belief or current expectations with 
respect to market conditions, business strategy and plans, financial condition, specific 
provisions and risk management practices). You are cautioned not to place undue 
reliance on these forward-looking statements given that these statements involve 
known and unknown risks, uncertainties and other factors that may cause the actual 
future results to be materially different from that described by such forward-looking 
statements, and no independent third party has reviewed the reasonableness of any 
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such statements or assumptions. These forward-looking statements are applicable only 
as of the date of this Whitepaper and the Foundation and the AAA team expressly 
disclaims any responsibility (whether express or implied) to release any revisions to 
these forward-looking statements to reflect events after such date.


The use of any company and/or platform names or trademarks herein (save for those 
which relate to the Foundation or its affiliates) does not imply any affiliation with, or 
endorsement by, any third party. References in this Whitepaper to specific companies 
and platforms are for illustrative purposes only.


This Whitepaper may be translated into a language other than English and in the event 
of conflict or ambiguity between the English language version and translated versions of 
this Whitepaper, the English language version shall prevail. You acknowledge that you 
have read and understood the English language version of this Whitepaper.


No part of this Whitepaper is to be copied, reproduced, distributed or disseminated in 
any way without the prior written consent of the Foundation.


Abstract 
App Alliance Association (AAA) refers to the decentralised virtual autonomous 
ecosystem comprised of massive vertical applications based on blockchain technology, 
smart contracts, and consensus mechanism. 

AAA Foundation Ltd. will oversee the development of the "AAA " platform (the AAA 
Platform), which is a decentralised, fully autonomous open data platform consisting of 
massive vertical Apps, using blockchain technology, together with its a standalone 
public chain App Alliance Association Chain (AAAChain). 

The vision for AAAChain is to become the world’s largest public chain open data 
platform in terms of both user size and data scale. 

Terms and Definitions 
• App Alliance Association (AAA) is a decentralised virtual autonomous ecosystem 

comprised of massive vertical applications based on blockchain technology, smart 
contracts, and consensus mechanism. 

• App Alliance Association Chain (AAAChain) is a standalone public chain developed 
and maintained for the Foundation by its technology providers. 

• AAA Foundation Ltd. (the Foundation), a foundation incorporated in Singapore, is 
responsible for the management and maintenance of the project to develop the AAA 
Platform. 

•	App Alliance Association Token (AAA Token) is the native digital cryptographically-
secured token of the AAA Platform. AAA Token will initially be issued as ERC-20 
standard digital tokens on the Ethereum blockchain, and these will be migrated to 
tokens on AAAChain when the same is eventually launched. 
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•	App Owner is an App operator who volunteers to join the AAA Platform and uploads 
its own data. Any legitimate App in the world can voluntarily join the AAA Platform and 
become an App Owner, based on the open, transparent consensus mechanism of 
AAAChain. 

•	AAA Platform is a decentralised, fully autonomous open data platform consisting of 
massive vertical Apps, using blockchain technology.


• App User is a private user of an App Owner. The private users of all the App Owners 
make up a huge App User group. 

1 Introduction 
1.1 Background 

1.1.1 Difficulties and Opportunities Faced by the Big Data 
Industry 
With the development of the Internet, big data has entered our life. As the value of 
intangible data assets gradually surpass the value of tangible assets, the one who has more 
quality data owns the future. Big data has become the most important cornerstone of 
modern economy, and the industry is huge.


A typical big data industry structure is shown as follows:
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The big data industry features data as its cornerstone. But the industry is dispersed, with 
enterprises working in areas on their own, and trillions of industry output value are 
dispersed to a number of manufacturers. The main reasons for the dispersion of the 
industry are:


• The industry has widespread doubts about the data security of a centralized data 
platform, such as whether the platform will precipitate data and whether data stored on 
the platform will be violently cracked. At the same time, the industry is worried that a 
centralized data platform might be manipulated by giants, resulting in loss of neutrality.


• Unlike physical goods, electronic data can be replicated at a low cost, and it does not 
have a unique and explicit ownership. Before the ownership of data assets can be 
confirmed and traced and the trust and security problems of data circulation are 
effectively solved, enterprises in the industry will not be able to actively participate in the 
data flow.


The essence of blockchain is to reform the production relations and trust relations. In the 
big data industry, the biggest opportunity is to use the blockchain technology to reconstruct 
the production relations in the entire industry, including:


• Replace the centralized data platform with a decentralized open data platform, which 
belongs to a decentralized virtual autonomous organization formed based on the 
blockchain technology, smart contracts and consensus mechanism. This solves the 
neutrality and trust problems.


• Build a credible data flow mechanism in which data ownership can be confirmed and 
traced.


It is highly possible to build a brand new ecosystem for data service providers, industry 
application providers, general technology providers, and platform application providers, 
using a decentralized autonomous open data platform as the cornerstone and a credible 
data flow mechanism as the axle.


1.1.2 Difficulties and Opportunities Faced by Vertical 
Applications 
As the mobile Internet bonuses gradually disappear and traffic flows are solidified, top 
applications in the world enter the monopoly stage. While big applications become bigger, 
it is even harder for small and medium applications to have a breakthrough. Opposed to the 
decentralization advocated by the blockchain technology, our world is becoming a 
centralized world dominated by a handful of hyper-applications. Besides the well-known 
giants, there are a large number of vertical applications which have their own unique market 
segments and market positioning. Compared with general large Internet applications, the 
vertical applications have more vertical and professional data assets. However, the value of 
these data assets has been underestimated or neglected for a long time.


Limited by the market size of vertical scenes, it is difficult for any vertical application to 
have as large a user size as an Internet giant, and therefore, it is hard for the small and 
medium vertical applications to survive in the Internet ecosystem where giants are 
consuming almost everything. However, we cannot deny or overlook the value of these 
small and medium vertical applications. On the contrary, these vertical applications may 
have created a lot of quality content data in their respective vertical scenes or gathered 
many high-value user groups with accurate user portraits.
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A large number of vertical applications, due to their popularity or lack of promotional or 
marketing resources, are faced with the pain points that their quality data has not be fully 
mined or they haven’t found the liquidation scenarios. Even if a handful of App Owners 
have the awareness or channels to liquidate their data, they are opting to forgo revenue 
through data openness because they are worried about their data security and the 
problems of protecting their rights and interests.


One side holds massive data that is not fully mined or is difficult to liquidate, and the other 
side has a huge demand for data. This shows that the platform linking the needs of both 
sides are not well functioning and that there is a huge market space waiting to be explored 
in the data industry.


1.2 Pain Points in the Data Service Market 
Data service is a basic service in the big data industry chain. The data service market is 
typically comprised of 1st party data service providers and 3rd part data service providers. 
The current data service market has the following problems to be resolved.


1.2.1 Data Ownership Confirmation and Protection of 
Rights and Interests 
Unlike physical goods, electronic data can be replicated at a low cost, and it does not have 
a unique and explicit ownership. During data sharing and trading, data might be replicated, 
stored or resold by a 3rd party or the buyer. As the rights and interests of the data asset 
owner cannot be guaranteed, data sharing and openness might not benefit the owner, and 
the income earned through the data is likely to be only one-time and unsustainable.


In the case that ownership of data assets is difficult to define or trace and the rights and 
interests of the owner are difficult to protect, the supply side and demand side cannot 
actively participate in data transactions.


1.2.2 Credibility and Security of Data Transactions 
A centralize data trading platform will inevitably precipitate data as data transactions are 
handled through the platform, resulting in mistrust of centralized data trading platforms by 
data flow participants. At the same time, there are concerns in the industry that a 
centralized data trading platform might be manipulated by giants and thereby lose its 
neutrality. 


The data provider’s data may be resold for many times after the transaction, causing the 
data value to drop continuously and the data security impossible to guarantee.


1.2.3 Assurance of Data Quality 
During data trading, it is difficult to verify the data accuracy, freshness, and authenticity.


A single data provider has limited dimensions of data and cannot form a complete data 
portrait. When data is used alone, cross correlation of multidimensional data is missing, 
resulting in limited commercial value. Only the cross correlation of multidimensional data 
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can maximize the data value. However, no organization can obtain the full data or the full 
sample, not even today’s Internet giants.


1.2.4 User Privacy and Data Value Protection 
Ideally, end users are the source of all data, and they deserve the highest authority of the 
data they create. However, in reality, users’ private data are stolen, trafficked and illegally 
used in gray industrial chains, and users cannot track their data usage or protect their own 
data. Because the user’s data is not owned by the user, the user cannot get the value 
generated by the data during data circulation. The commercial value is usually owned by 
the App Owner exclusively, rather than being allocated to the App User.


1.3 Solution 
App Alliance Association (AAA) is designed to solve the above problems. AAA is a 
decentralized virtual autonomous organization formed by massive vertical applications 
based on the blockchain technology, smart contracts, and consensus mechanism. In this 
organization, all members form a data sharing and open platform based on the consensus 
rules of fairness, openness and transparency and credible cryptographic and mathematical  
algorithms, to realize data sharing, opening, trading and liquidation in different vertical 
scenarios.


The data sharing and open platform is designed to have the following characteristics:


a) Fair identities. There are no privileged identities.

b) Full autonomy. No one or organization can have full control over the platform or data on 

the platform.

c) Confirmable and traceable data ownership. The rights and interests of the data providers 

can be protected.

d) End users’ privacy. The users have absolute control over their private data.


To achieve the above characteristics, AAA introduces the blockchain and cryptography 
technologies to create a public blockchain and uses smart contracts and distributed 
databases to realize a large-scale data sharing and open platform which can provide 
access for massive DApps and massive data.
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AAAChain uses a decentralized open data platform as the cornerstone, an autonomous 
alliance consisting of massive vertical applications as the core data provider, and credible 
and confirmable data flows as the axle, in order to reconstruct the production relations and 
trust relationships in the big data industry based on the blockchain technology and to build 
a brand new big data industry ecosystem.


AAAChain has the following features:


1.3.1 Fair, Transparent, Open and Autonomous 
The introduction of blockchain technology and ideas allows all organization or individuals to 
fairly participate in data sharing and openness, without the endorsement of any central 
authority. All organizations or individuals can voluntarily join AAA and become a node in the 
AAAChain, as long as they agree to the rules based on cryptography and data. The 
openness, transactions or usage of the open data platform cannot be manipulated by any 
one.


1.3.2 Ownership of Data Assets Can Be Confirmed and 
Traced  
The distributed ledger securely and transparently records the upload, update, transaction, 
or user behavior of all data. These records, once confirmed, cannot be tampered with, so 
that the ownership of all data can be confirmed and traced on the open data platform.


1.3.3 Secure and Credible Transactions 
The point to point data transaction mode avoids the possibility of precipitating data on the 
platform.


The smart contracts and transparent public pricing of data ensure the fairness of data 
transactions.


During data trading, the data provider encrypts data with the public key of the data buyer, 
and the encrypted data can be decrypted only by using the private key of the data buyer. 
This avoids data leakage. Data on the platform has a unique signature. If the data buyer 
resells the data, the income is credited to the initial data provider.


The data scoring mechanism is based on smart contracts and community consensus.


1.3.4 Multidimensional Data Integration 
Massive vertical applications share their data based on the consensus mechanism to form 
a big data sharing and open platform, in order to realize more complete and accurate 
multidimensional data portraits.
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1.3.5 User Privacy Protection and Data Ownership 
Confirmation 
Unified digital identity ensures that a user’s identities in multiple scenarios on multiple 
devices on the network can be mapped to a unified digital identity. The digital identity can 
be used for cross-screen, cross-application merging of user data and unified login.


User data is entirely owned by the user and the private key is mastered by the user. The 
user can decide to whom to authorize the data and how to charge the data. The whole 
process is traceable.


2 AAAChain Implementation 
2.1 AAAChain 
2.1.1 AAAChain Introduction 
AAAChain is a standalone public chain, committed to build a decentralized, fully 
autonomous open data platform consisting of massive vertical Apps, using the blockchain 
technology.


2.1.2 Technology Architecture 
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2.1.3 AAAChain Consensus Protocol 
AAAChain adopts Delegated Proof of Stake (DPoS) as the consensus protocol to determine 
the rights of blocks. DPoS allows each AAA Token holder to vote for the delegates and 
chooses 101 delegates with the highest votes to validate transactions and maintain the 
blockchain. These 101 delegates have equal rights and work in rotation.


DPoS selects a small group of nodes at irregular intervals through different strategies and 
allows the nodes to create, verify and sign new blocks and supervise each other. Compared 
with the Bitcoin PoW, the DPoS scheme greatly reduces the time and cost consumed for 
creating and confirming blocks. The consensus verification time of AAAChain is at second 
level.


2.1.4 AAAChain Digital Identity System 
AAAChain adopts the unified digital identity. The platform generates a set of public and 
private keys for each user using asymmetric encryption, and the private key is accessible 
only by the user. The user’s private data is signed by the public key, and only the person 
who holds the private key can view the original data. The private key means sole control of 
the data.


2.1.5 Open Data Storage Architecture 
Data is signed by the SDK installed by the data service provider and written to the 
distributed storage, indexed according to the indexing rules, and then stored in the 
blockchain for search and queries. 


The following figure shows the open data storage architecture.
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2.1.6 User Wallet and Data Manager 
Each user device is installed with an SDK similar to an SPV light wallet, which is absolutely 
controlled by the user’s private key. Unlike the SPV light wallet of other blockchain assets, 
AAAChain users can manage their own token as well as their raw data within this SDK.


2.2 Data Trading 

Data trading process:


• The data buyer sends a purchase request by calling a smart contract carrying his public 
key and signed by his private key. DApp on the platform verifies that the user is an 
authenticated user and verifies the contract with the signature.


• The platform broadcasts the purchase request.

• The data provider queries the data source and get the data.

• If the data is private, the platform has to get the user’s authorization to continue the 

transaction.

• The data provider encrypts the data with the data buyer’s public key and sends the data 

to the buyer through the P2P network.

• The data buyer pays for the data, and the smart contract is completed.


2.2.1 App Owner Joins the Open Data Platform 
App Owner gets AAA tokens as the reward for joining AAAChain. The more quality data 
exchanged, the more tokens will be rewarded to the data provider.


2.2.2 Pricing, Settlement and Service Fee 
AAAChain open data platform adopts a transparent pricing principle for the fairness of 
trade. The price of each data is available to all members, and data is traded according to 
the data price.


• AAA tokens are used in the data pricing and settlement on the open data platform. The 
nodes participating in data aggregation will be rewarded with AAA tokens.


• Users involved in data trading will receive AAA tokens as rewards.
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2.2.3 Data Classification and Data Structure 

The major difficulty in data trading is the lack of a standard data structure. 
AAAChain open data platform adopts a unified data classification. User data is 
classified by the population properties, commerce properties, and app behavior 
properties.


• Population properties: gender, age, location, occupation, marital status, children, 
etc.


• Commerce properties: Consumption grade, consumption cycle, etc.

• App behavior: browsing, searching, placing orders, posting, thumbs up, 

complaint, etc.


User data is stored in the following standard structure:


2.2.4 Data Security Protection 

On a traditional centralized open data platform, data might be accumulated or 
stolen. AAAChain open data platform adopts asymmetric encryption algorithms to 
encrypt the data and point to point data trading to avoid data accumulation and 
data snooping.


• Point to point trading


The exchange broadcasts the purchase request and arranges the smart contract 
between the data buyer and data provider. The trading process is decentralized, 
and the data is directly sent by the data provider to the data buyer over the P2P 
network.


• Encrypted transmission


Field Description

User ID Hash value of the unique User ID

Data Type Data type specified by the platform 

Data Desc Short description of the data (less than 1024 bytes)

Data Price Price of the data

Data Content (Encrypted) Data content, in the {key, value} format. The field will be 
encrypted by the data provider using the public key.

Signature
The data provider signs data with the private key. The 
platform verifies the signature with the public key of the data 
provider.
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User data is encrypted and stored by the data provider so that it cannot be read by 
a third party. When receiving a purchase request carrying the data buyer’s public 
key, the data provider decrypts the encrypted data, encrypts the data with the data 
buyer’s public key, and then sends the encrypted data to the data buyer to 
complete the smart contract. Then, the data buyer uses his private key to decrypt 
the data and get the data content.


2.2.5 User Privacy Protection 
AAAChain open data platform provides a mechanism for user privacy protection. The 
platform checks each purchase request to see whether it is private data. Requests with 
private data will trigger the user authorization process. The transaction continues only when 
the request is authorized by the user.


The open data platform has a user privacy authorization system which allows the user to 
give authorization to certain data. Trading of the authorized data will not require the user’s 
authentication again. After the transaction is completed, the user will automatically be 
rewarded with AAA tokens.


2.2.6 Transaction Records 
The open data platform merges daily transaction records into transaction blocks and links 
them with previous transaction records to form a transaction chain. Each member can 
download and query the transaction chain. Since the blockchain is intact and cannot be 
tampered with, the data provider and buyer can file complaints based on the transaction 
chain.




2.2.7 Data Quality Feedback 
The data buyer can provide feedback on the data quality, so that the platform can 
continuously improve the data quality. The platform will reward both the feedback providers 
and quality data providers with AAA tokens.
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Users can update their personal data and the platform will reward the users with AAA 
tokens.


2.3 Usage Scenarios 
2.3.1 Primary Usage Scenario 
AAAChain provides a decentralized, credible, fair, compliant, and autonomous open data 
platform. The platform covers main liquidation scenarios on the Internet and is available for 
businesses in various industries.


2.3.2 Usage Scenario - Digital Marketing 
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In the digital marketing scenario, the AAAChain project forms an alliance between massive 
vertical applications in the world. Besides the massive data integrated by the alliance, the 
project collects, cleans, integrates and mines billions of audience data on the global mobile 
Internet to build a 3rd party open data platform for specific crowds.


The alliance itself has a demand for advertising and can place advertisements using 
embedded AD SDKs. The apps, as media owners, will attract a large number of advertisers 
and data analysis service providers to join the AAA ecosystem. In the meantime, the apps 
can purchase advertising traffic within the ecosystem to meet their own growth needs. 
When it goes online, the project will probably form an ecosystem with complete inner 
circulation consisting of both data providers and data consumers.


2.3.3 Usage Scenario - AI Model Trading 



In the AI model trading scenario, based on the reliable flow of NLP corpus and industry 
knowledge needed for the AI model training, the AAAChain project will build an entire 
ecosystem consisting of providers with 1st party data, AI technology providers with 
universal chatbot technology, data annotation providers, AI model and knowledge mapping 
providers, and the final manufacturers that use the AI model or knowledge mapping.


Meanwhile, the scenario solves the ownership and profit allocation problems of knowledge 
mapping that arise during the training.


2.4 Accurate Advertising Use Case 
Participants: 


Automobile company A, advertising company B, data provider apps C and D


Scenario:


• Automobile company A has built a new luxury car and plans to promote to high-income 
male aging 30 to 40 who live in city S.
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• Automobile company A signs a service contract with advertising company B for the 

advertising campaign.

• Data provider apps C and D are AAA members. App C has the users’ location data, and 

App D has the the users’ age, gender and income data.

• Multi-party data aggregation is needed for accurate advertising.


Process:


1. Advertising company B joins AAAChain open data platform by paying AAA tokens to 
become a data buyer.


2. Advertising company B sends a purchase request (smart contract).

3. The platform broadcasts the purchase request to App Owners.

4. Data provider apps C and D reply to advertising company B with their data type, 

description and price.

5. Advertising company B confirms the purchase and pays in AAA tokens. And the platform 

completes the smart contract:

a) The platform chooses a computing node to perform data aggregation computing.

b) The platform gets a list of user IDs in city S from app C, and pays app C.

c) The platform gets a qualified subset of IDs with the criteria {age, gender, income} 

from app D, based on the user IDs, and pays app D.

d) The computing node deletes the temporary data, and the platform rewards the 

computing node with AAA tokens.

e) The platform returns the smart contract result: user IDs of high-income male aging 

30 to 40 in city S.


Then, advertising company B delivers advertisement to these users through the AD SDK. 
Advertising company B can also send feedback on the data quality to the platform to be 
rewarded with AAA tokens.


3 AAA Token Usage Scenarios 
App Alliance Association Token (AAA Token) is the original encrypted token on the 
AAAChain. AAAChain initially issues ERC-20 tokens based on the Ethereum platform. When 
AAAChain goes online, the ERC-20 tokens can be exchanged with AAA tokens at the rate 
of 1:1.


AAA tokens are mainly used for data transaction settlement and rewards for data 
contributors, in the following ways:


• When AAA members join AAAChain as vertical scene data providers, they will receive the 
initial rewards of AAA tokens through smart contracts. Then, every time their data is 
traded, the data providers will be awarded with AAA tokens.


• Data buyers (advertisers) use AAA tokens to pay for data trading.

• Data providers can send feedbacks on data quality to obtain AAA tokens as rewards.


The total circulation of AAA tokens is 21 billion, and there are no further issues.
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4 AAA Governance Structure 
4.1 AAA Foundation Structure 
AAA Foundation Ltd. (the Foundation) is a management body incorporated in 
Singapore. The Foundation is committed to development of the AAA Platform, as well 
as construction and governance of the ecosystem, to promote the establishment, 
evolution and formation of the community. To prevent the inconsistency in directions 
and decision-making of community members and division in the community, the 
Foundation will formulate a good governance structure to specify the general things 
and privileges in community management. The Foundation structure is designed to 
maintain the sustainable development of a balanced ecosystem, the efficiency in 
decision-making, and the regulation of fund management. The Board of Directors will 
exercise the day-to-day power in the Foundation. 

In the early stages of the Foundation, to facilitate the rapid operation of the project, the 
first Board of Directors will be composed of representative of the AAA team and early 
contributors to the project, for a term of 2 years. At the end of the term, new members 
of the Board will be selected by the members of the Foundation. The Board of Directors 
would comprise of up to 7 members. The community's views on the technical 
development, business promotion and community operation of the AAA Platform will be 
taken into consideration by the Board of Directors, but ultimately the assets and funds 
of the Foundation remain under the control of the Board of Directors. 

4.2 Openness Commitment 
After the release of the blockchain, the Foundation will regularly publish the latest 
developments on the website, so that early investors, ecosystem participants, and end 
users are familiar with the project progress.


The Foundation will choose an audit institution to conduct formal financial audit of the 
usage of the raised money and regularly publish the audit results, so that the money trail 
and usage are open and transparent.


5 Team 
5.1 Main members of the team 
Song Liu, CEO & Founder  
[Linkedin: https://www.linkedin.com/in/song-liu/]


Song Liu is CEO and founder of the AAAChain project. Mr. Liu brings over 10 years of 
engineering and entrepreneurial experience in building large scale social media platforms 
and blockchain projects. Song previously served as CTO at YOU+, a social networking and 
co-living space, with locations throughout greater China. He was also a Senior Engineer at 
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both Discuz! and Sina, two of China’s leading social media, forum, and news platforms. 
Song has a B.A. from Beijing Forestry University and is a noted blockchain industry expert.


Han Dong, VP of Marketing, North America   
[Linkedin: https://www.linkedin.com/in/handong/]


Han Dong is Vice President of Marketing, North America for the AAAChain project. With 
over 20 years of driving market awareness and growth for several Silicon Valley startups 
and enterprise B2B products and services, Mr. Dong has launched a number of disruptive 
platforms and solutions that deliver value and strong customer affinity. Han previously 
launched Easemob Technologies’ U.S. subsidiary, Hyphenate Inc., a hosted in-app chat 
platform for mobile apps. Han also lead several go-to-market, content marketing, and 
product management efforts for companies in microservices, asset analytics, wireless 
services, enterprise security, data storage, and various UNIX and open source projects. Han 
has a B.A. from the University of California, Berkeley.


Mingqi Zhang, Technical Director   
[Linkedin: https://www.linkedin.com/in/mingqi-zhang-0786604b/]


Mingqi Zhang is Technical Director of the AAAChain project. Mr. Zhang has completed 
several software development projects for well-known enterprise companies, including 
NMC, Symbian, Nokia, and Accenture. Mingqi has deep experience in several programming 
languages, such as C++ Qt, Java, and node.js and is a noted expert in operating systems, 
compilers, virtual machines and smart contracts. Mingqi has a Master’s Degree in 
Computer Science from China University of Petroleum.


Lodar Yang, Marketing Direct of APAC 
[Linkedin: http://www.linkedin.com/in/lodar-yang-89348236/]


An early investor of cryptocurrency, has a deep understanding of business model of 
blockchain, and wide connection with top experts, entrepreneurs and investors. 

Mr Yang is an expert consultant of YiGuanInternational, and lecturer of FreesVC and 
SCapital. With 10 years experience of marketing management. He lead the 200 times 
growths of AYIBANG product to 10million user as marketing director, only use 10% average 
cost of the industry.


Yongfu Zhu, Senior Product Manager 
[Linkedin: https://www.linkedin.com/in/yongfu-zhu-68a615117/]


Yongfu Zhu is the Senior Product Manager of the AAAChain project, with solid working 
experiences in Big Data and strong enthusiasm in Blockchain. After graduating from Peking 
University with degree in Computer Science,  Yongfu worked as  an engineer in Baidu and 
accumulated extensive expertise in data-mining and machine-learning. He also developed 
a strong interest in blockchain, machine learning and distributed storage.


5.2 Consultant 
Jervis Liu, Technical Advisor & Strategic Partner    
[Linkedin: https://www.linkedin.com/in/jervisliu/]


Jervis Liu is founder and CEO of Easemob Technologies, a leading cloud-based instant 
messaging as a service provider. As Technical Advisor and Strategic Partner to the 
AAAChain project, Mr. Liu brings over 18 years of engineering experience in building high 
concurrency backend systems, mobile communications protocols, and real-time audio/
video. Prior to founding Easemob Technologies, Jervis worked at several multinational 
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companies, including IONA and RedHat. In addition to being a strong advocate of 
blockchain and open source technologies, Jervis has contributed his technical expertise in 
a number of projects, including Apache CXF, JBOSS Drools, JBPM, and SOAP. Jervis has a 
Masters Degree in Computer Science from King’s College London.


Data on Easemob platform by 2017:


Easemob's technical team will provide technical support for this project. Meanwhile, 
AAAChain will work with Easemob to provide data service for the 170,000 apps on the 
Easemob platform.


Jianhui Yin, Technical Consultant   

Jianhui Yin serves as Technical Consultant for the AAAChain project. As a partner of 
INBlockchain Capital and a NOI award winner, Mr. Yin’s experience in algorithms, 
distributed computing, and the graphene framework enabled him to become an expert in 
virtual machines and blockchain, develop a custom IDE, and gain a deep understanding of 
Bitshares 2.0


Meng Ke (MK) Li, Product Consultant 
[Linkedin: https://www.linkedin.com/in/mmkkk/]


MK is a product manager turned investor at UpHonest Capital, a US-China cross-boarder 
early stage VC fund with strong connections in both countries. Prior to UpHonest Capital, 
MK held a part-time investment consultant position at New Horizon Fund, a China-based 
PE/VC fund, to oversee its investment and related activities in Silicon Valley.

Before stepping into the VC world, MK held various product management roles in tech 
giants like Google and Microsoft, and start-ups like Treasure Data. He received his 
undergraduate education at Stanford University focusing on Product Design and Computer 
Science, where his graduation design was featured on Stanford home page. He also served 
as Senior Class President at Stanford.


6 AAA Token Allocation Plan 
6.1 Allocation Plan 
AAA Token private placement program prohibits Chinese citizens, U.S. citizens and Korean 
citizens from participating.

Token code: AAA
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Total circulation: 21 billion

Private placement: 30%

App ecosystem construction: 42% (for AAA ecosystem construction and operation)

Fund reserve: 8% (similar to an option pool, reserved for future senior talents)

Founding team: 20%

Token rate: 1ETH=157,500AAA


The contributions in the token sale will be held by the Distributor (or its affiliate) after the 
token sale, and contributors will have no economic or legal right over or beneficial 
interest in these contributions or the assets of that entity after the token sale.


To the extent a secondary market or exchange for trading AAA Token does develop, it 
would be run and operated wholly independently of the Foundation, the Distributor, the 
sale of AAA Token and the ABC Platform. Neither the Foundation nor the Distributor will 
create such secondary markets nor will either entity act as an exchange for AAA Token.


6.2 Issuing and Refund 
It may take as long as one month after the sale to complete the allocation of AAA 
Tokens. Due to the management cost of the Foundation, it is recommended that 
participants take full consideration before purchasing AAA Tokens. 

7 Development Plan 



8 Risk Warnings 
8.1 Policy Risks 
At present, China’s regulatory policies for blockchain projects and their financing through 
exchange are unclear. There is a possibility that participants may suffer loss due to the 
policies. In terms of market risks, if the digital asset market is overvalued, investment risks 
will increase. Participants may expect a high growth of the exchange project, but these 
expectations may not be achieved. 
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8.2 Regulatory Risks 
The digital asset trading, including AAA, is highly uncertain. Due to the lack of strong 
regulation in the field of digital asset trading, there are risks that the electronic tokens will 
have big price movements or be manipulated by market makers. If individual participants 
are inexperienced, they may have difficulties in withstanding the asset shock and 
psychological pressure brought by the instability of the market. Although academic experts 
and official media have given recommendations for cautious participation every now and 
then, no written supervision methods and provisions are issued. As a result, it is difficult to 
effectively avoid these risks now.  

There is no denying that in foreseeable future, there will be regulations issued to regulate 
the blockchain and electronic tokens. If the regulatory body regulates these fields, the 
tokens purchased during the exchange period may be affected, including but not limited to 
fluctuations or restrictions on price and resale.


It is impossible to predict how, when or whether regulatory agencies may apply existing 
regulations or create new regulations with respect to such technology and its 
applications, including AAA Token and/or the AAA Platform. After consulting with a wide 
range of legal advisors and continuous analysis of the development and legal structure 
of virtual currencies, the Foundation will apply a cautious approach towards the sale of 
AAA Token. Therefore, for the crowdsale, the Foundation may constantly adjust the sale 
strategy in order to avoid relevant legal risks as much as possible. For the crowdsale, 
the Foundation has obtained an opinion from Tzedek Law LLC, a boutique corporate 
law firm in Singapore with a good reputation in the blockchain space.


8.3 Team Risks 
Currently, there are many teams and projects in the blockchain technology field, which 
brings fierce market competitions and project operation pressures. Whether the AAA 
project can defeat other good projects and gain wide recognition not only depends on its 
team's capability, vision, and planning, but also is influenced by the competitors and even 
the oligarch in the market. It may face vicious competitions. AAAChain, based on the 
accumulated resources and outstanding technical capabilities of its founding team, has 
attracted senior professionals in the blockchain field and experienced technical developers. 
The stability and cohesion within the team is critical to the overall development of 
AAAChain. We are not ruling out the possibility that the leaving of core personnel and 
conflict within the team may occur and have negative influence on the project in the future.


8.4 Coordination Risks 
The AAA team will use its best endeavours to achieve the development goals set out in 
the white paper and to extend the project's growth space. At present, the AAA team 
already have mature business accumulation. However, due to unpredictable factors in 
the overall development trend of the industry, the existing business model and 
coordination may not be a perfect match for the market demands, resulting in less 
impressive performance. The AAA Platform is still under development and its design 
concepts, consensus mechanisms, algorithms, codes, and other technical details and 
parameters may be constantly and frequently updated and changed. 

Although this white paper contains the most current information relating to the AAA 
Platform, it is not absolutely complete and may still be adjusted and updated by the 
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AAA team from time to time.  If the exchange participants do not obtain the project 
details in time or the public is not aware of the latest progress of the project, the 
participants or the public will have insufficient knowledge of the project, thus affecting 
the project's subsequent development. The AAA team has no ability and obligation to 
keep holders of AAA Token informed of every detail (including development progress 
and expected milestones) regarding the project to develop the AAA Platform, hence 
insufficient information disclosure is inevitable and reasonable.


8.5 Technical Risks 
First of all, this project is built based on the cryptography algorithm, and the rapid 
development of cryptography is bound to bring about potential risk of being cracked. 
Secondly, the core business development depends on the technologies of blockchain, 
distributed ledger, decentralization, and no tampering, and the AAA team cannot fully 
guarantee the landing of these technologies. Thirdly, vulnerabilities may be found during the 
project’s update process and remedied by the release of patches, but the extent of the 
impact of the vulnerabilities cannot be guaranteed. 


8.6 Security Risks 
In terms of security, a single supporter may hold a small amount, but there will be a large 
number of supporters, which brings high expectations for the security of the project. 
Because electronic tokens are anonymous and difficult to trace, they may be easily 
exploited by criminals, be attacked by hackers, or get involved in other criminal acts such 
as illegal asset transfer. Other unknown risks: As the blockchain technology and the 
industry continue to develop, AAAChain may face some unexpected risks. Participants are 
asked to fully understand the team background and the overall framework and ideals of the 
project and adjust their vision rationally before they participate in the exchange of tokens.


8.7 Failure to develop 
There is the risk that the development of the AAA Platform will not be executed or 
implemented as planned, for a variety of reasons, including without limitation the event 
of a decline in the prices of any digital asset, virtual currency or AAA Token, unforeseen 
technical difficulties, and shortage of development funds for activities.


8.8 Other risks 
In addition to the aforementioned risks, there are other risks (as more particularly set 
out in the Terms and Conditions) associated with your purchase, holding and use of 
AAA Token, including those that the Foundation cannot anticipate. Such risks may 
further materialise as unanticipated variations or combinations of the aforementioned 
risks. You should conduct full due diligence on the Foundation, its affiliates and the AAA 
team, as well as understand the overall framework and vision for the AAA Platform prior 
to purchasing AAA Token
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